The enormous amount of sensor data created in the IoT environment compose the context for current business processes. IoT-awareness is therefore expected to be achieved to enhance BPM. For improving context interpretation in the IoT paradigm, this paper proposes to integrate sensor data as context information into process models. An integrated solution is presented with the methodology for constructing the solution. The methodology consists of three tasks: 1) IoT-aware context modeling using ontology techniques; 2) Process modeling integrated context information using Context Adaptive Petri Nets; 3) Linking context interpretation and BPM using business rule analysis.
INTRODUCTION
Business Processes are a set of logically related tasks performed to achieve a defined business outcome with a logical organization of people, resources and procedures involved in work activities designed. Relationship of data elements may drive the operational constraints that control activity sequencing [1] . Thus, given a syntactically correct process sequence, errors can still occur during process execution due to the incorrect dataflow [2] . Hence, not only the activity sequencing from a classic workflow perspective is important, but the dataflow perspective also plays a significant role in Business Process Management (BPM).
Nowadays, Internet of Things (IoT) is rapidly becoming the new dominant IT paradigm for firms willing to revise processes implementation and improve operational efficiency. IoT promises to create a world where all objects are connected to the internet, which allows people and things to be connected, communicating with each other ideally with minimum human intervention [3] . Thus, the vision for IoT is to bridge the gap between the physical world and its representation within the digital world [2, 4] , by the means of capturing the data are consumed and produced with respect to activities in business processes.
IoT sensors continuously generate enormous amounts of data, which is the digital implication of external environment and system behavior [5, 6] . Moreover, real-time IoT data offers additional intermediate data to support the adaptive process execution [4, 7] in response to context updates. In order to model flexible processes, business rules are utilized for restricting activity occurrences. These rules basically consist of context and corresponding process operations [8] . Sensor data composes complicated context of the process execution in the sophisticated environment. With a proper interpretation of sensor data [3] , IoTawareness is expected to be achieved for the added value in BPM. Therefore, the goal of the present paper is to contribute to context interpretation in the IoT paradigm by adding enormous data generated from IoT devices as the data perspective of business processes for achieving IoT-awareness in BPM. The contribution of this paper is twofold. First, presenting a systematic and applicable solution for integrating context information in a business process model within a real-world scenario; second, proposing guidelines for context identification and representation using business rule analysis.
The paper is organized as follows: Section 2 states main challenges. Section 3 presents related work. Section 4 proposes a solution for the research problem. Section 5 provides the methodology for achieving the solution, which is discussed in section 6. Section 7 concludes the paper and sets perspectives for the future work.
PROBLEM STATEMENT
Context is any information that can be used to characterize the situation of an entity. An entity is a person, place, or object that is considered relevant to the interaction between a user and a system. Context information is gathered from a variety of sources including physical sensors (i.e., IoT devices) and virtual sensors (i.e., applications and information systems), which differ in the quality and format [3] . As a sensor can only separately sense a piece of context, raw data can be meaningless without other information of interest [9] . We may need to organize, model, and analyze multi-sources context data to acquire IoT-awareness. The modeled data needs to be further processed to derive high-level context information from the low-level for semantic interpretation and identify current situation. Considering the application of context models, the reusable semantic representation derived then needs to be integrated into the business process.
From the dataflow perspective of BPM, business activities cannot be executed properly without sufficient information [1] . In other words, business processes need to be aware of current context. For instance, in a ship berthing process, the estimated time of ship arrival is required for the berth arrangement. The activity Forecast Shipping, which produces an output of estimated arrival time, must precede the activity Plan Operation, which uses estimated arrival time as input. If the ship arrival delays due to certain factors such as bad weather but without informing berth arrangement, a dataflow error would occur. It may cause unexpected process interruption, resulting in high costs to debug and fix at run time. Obviously, this type of error can only be detected by incorporating context information into process modeling.
Moreover, with the widespread usage of IoT devices and information systems, the main challenge is no longer to guarantee sufficient data, but rather to find and provide right information in the appropriate timing. For instance, the activity Berthing Plan, which is influenced by the composition of many factors including ship arrival time, ship size, ship operation, machine status, etc. As the data of these factors are collected from multiple sources, users may not always be able to be fully aware of current situation. This may have a negative influence on decision making. Thus, for providing appropriate information to support dynamic process executions in response to specific context, it becomes a crucial problem to integrate context information into process models.
Not only a context model needs to be well defined separately for organizing and interpreting the complicated context in the IoT environment, but this context model cannot be injected just as a 'plugin' into the process model. A feasible way of integrating a context model with a corresponding process model needs to be proposed with both technical and business perspectives taken into account. In particular, the semantic rules of context interpretation need to be consistent with corresponding business rules of a business process, so as to guarantee the correctness of context awareness in a business process.
Three main challenges exist when integrating a context model with the corresponding process model: A) Organizing multisources enormous data to acquire IoT-awareness. B) Abstracting context information to semantically interpret current context. C) Describing the mappings from business rules to semantic rules.
RELATED WORK
Context-awareness is pointed as an indispensable part of the IoT paradigm, in which sensors and information systems are invisibly embedded in the environment around us. How IoT techniques support context-awareness and potentially optimize decision making in BPM have been analyzed in [3, 7] .
The integration of valuable information has been analyzed as a key success factor towards agile business processes based on the IoT techniques. Moreover, a lack of real-world object information integration in business processes, which is identified as one of two blind spots for the agile process [10, 11] .
Most of the current IoT research primarily focused on devices and resources with the aim to improve automation and monitoring. Some researchers noted the impact of the IoT paradigm on BPM. Sensor information has been utilized for business process improvement [2, 4, 6, 7, 10, 12, 13] . Several IoT-related concepts have been identified, abstracted and expressed (i.e. IoT task, device, service, resource, acting user, etc.) for mapping to the BPM concepts, which are then integrated into process modeling using BPMN from entity-based or resource-oriented perspectives [2, 6, 12, 13] . These approaches provide partial solution to integrate objects of the IoT world in BPM, which is based on the value setting of predefined concepts. Hence, the extant integration is quite limited in further extension and data analysis.
In [14] [15] [16] , context properties in business processes are analyzed, which further acknowledge the need of analyzing context information to make business processes more effective. Moreover, context data from various sources need to be modeled and interpreted for the context-awareness [3] . In [9] , the most popular context modeling techniques have been analyzed with reasoning techniques and various requirements taken into account. Ontology technique is one of the best choices to specify context, which guarantees a high degree of expressiveness, formality and semantic richness to represent shared concepts and their relations with an embedded reasoning solution provided [17] .
Context-adaptive Petri net (CAPN), as a formalism, allows the modeling of context-adaptive behavior [18] . CAPN integrates the powerful modeling and analysis technique of the Petri net (PN) with expressive context data management techniques of the ontology. It is supported by an extension of Colored Petri net (CPN) tool, namely Context Manager (CM), which allows its modeling, simulation, and verification. CAPN is able to support the primary retrieving and value-setting of context ontologies in process models. While, the precondition of utilizing CAPN is the identification of relevant context information and the semantic interpretation of current situation in business processes. There is still lack of guidelines for the context interpretation by data fusion and abstraction, which means only experts who are proficient in ontology modeling are able to utilize CAPN formalism.
Therefore, a systematic solution to process IoT data and use it in business processes is proposed, and then the methodology of constructing the solution based on CAPN is illustrated. Moreover, we will further provide a solution for context interpretation in the IoT paradigm to support the business analysis of utilizing CAPN.
PROPOSED SOLUTION
In this section, we propose a solution for improving the context interpretation using business rule analysis in a business process model considering a real-world scenario. The integrated solution ( Figure. 
Background
We consider the operational scenario in a seaport with plenty of IoT applications.
Application scenario: The application of various IoT techniques (e.g., RFID, induction coils, video detection, sensor networks, mobile terminals) leads to a large number of IoT devices deployed. It generates enormous data of external environment and process execution. Benefiting from the IoT techniques, the automatic identification and remote monitoring directly improve the operational efficiency and save the human cost. For instance, when a vehicle with a RFID tag attached on the windshield is heading for the gate of a seaport, information of the vehicle can be automatically retrieved and mapped to vehicles in the database. Then legal vehicles would be identified and allowed by the automatic boom barrier with RFID scanners. As another example, for weighing the empty or loaded vehicle, the combination of induction coils and video detection can make sure that the vehicle is in the right position with minimum people manipulation involved. Although some task-oriented matching and integration of IoT data in business processes have been implemented, an integrated solution to acquire IoT-awareness in business processes from context-awareness perspective is still needed to be proposed.
Design requirements:
For the purpose of integrating context information in business processes, various techniques need to be combined and integrated not merely in a step-by-step or a plug-in way. Hence, the process of interactive integration needs to be illustrated with future extension and active self-healing taken into account. The data from multiple sources needs to be organized in an extendable and analyzable way, which means data can be assembled, abstracted and verified by analyzing the relationship of data. Which activities of business processes that the meaningful data extracted serve need to be further identified, and then the context information needs to be utilized in BPM. Furthermore, business rules that represent operational logic and occurrence constraints need to be consistent in the whole solution. If a ship is w ith length > 300, then it is a big ship; else its length is <=300, then it is a sm all ship. If and only if the size of a ship and a berth is the sam e, the m achines of the berth can w ork, and no ship is w orking in the berth, then the berth is available for the ship. 
Solution Elements
Ontology: The ontology is formal representation and explicit specification of a finite set of concepts and relationship that hold among those concepts. It is used to capture and describe shared knowledge about a domain of interest. It mainly contains elements of a) classes to represent concepts of domain, b) individuals to represent objects of classes, c) object properties to describe the relationship between individuals, d) datatype properties to describe the relationship between an individual and data values, e) restrictions to express total or partial rules, and f) assertions to illustrate predefined axioms. Moreover, ontology techniques support several inference engines embedded for semantic reasoning. An exhaustive elaboration can be found in [3, 17] .
Context-adaptive Petri net (CAPN):
CAPN is a formalism that integrates CPNs with ontologies, maintaining a separation of concerns: while context data is represented with a high degree of expressiveness, the system behavior is still described using the powerful modeling and analysis techniques of PN [18] . CPN is one of numerous extensions to the basic formalism of PN by adding the notion of colored sets to define data types and describe data manipulation within the PN model. Due to the addition of data expression, the execution semantics of CPN are given extra constraints apart from those of regular PN, which performs the bridge to link the integration of PNs and ontologies in the CAPN formalism. An exhaustive elaboration can be found in [18] .
Integrated Solution
There are several phases to integrate context information in a process model. a) Business activities identification: determine core business activities in a business process. b) Business process modeling: model the activities sequence for a business process. c) Business rules analysis: analyze the process rules (i.e., legal execution order of activities), decision rules (i.e., disjunction of activities) and data rules (i.e., data constraints for activities occurrence) in a business process. d) High-level context data extraction: derive context data from business rules by separating the context and the corresponding process operation. e) Low-level context data identification: identify related data captured by multiple sources in the IoT paradigm. f) Context modeling: organize and represent all relevant context data and their relations in an extendible and usable way. g) Semantic representation of business rules: represent business rules using data elements (i.e. concepts and properties) of the context model to produce corresponding semantic rules for context reference (i.e., inference rules). h) Context data abstraction: reason low-level data to derive high-level data by utilizing inference rules. i) Context interpretation: interpret current context to identify situation by integrating a context model and the corresponding process model.
Context Identification
Based on the identification of core business activities, various context elements involved in the corresponding business process can preliminarily be determined. For instance, the operational step starts from the shipping forecast with forecast information generated about ship, cargo, arrival time, operational content, etc. Then relations among context elements need to be identified according to the intentional communication and mutual effects between them as well as related IoT devices. As another example, users manipulate resources, therefore manipulate is identified as the relation between entities of users and resources. In particular, resources and key factors that may influence the business process execution need to be emphasized in the context model, and is able to be retrieved and updated in the process model. Hence, business rules analysis is needed to be applied to identify data constraints, especially guard constraints, in a business process. For instance, a business rule: activity Plan Operation can be executed if and only if the estimated time of ship arrival is known, which means that the estimated time of ship arrival is needed as the input of the guard constraints for the activity firing. Therefore, the estimated time of ship arrival needs to be identified as a context element.
On the other hand, the information captured by IoT devices and information systems need also be identified in order to provide references for the context identification.
Context Interpretation
On basis of business rule analysis, high-level context data can be identified by deriving from various low-level data. The context data that can be obtained by directly retrieving from the context model is considered as low-level context data. Otherwise, we need to assemble data and reason with low-level data to obtain highlevel context data and the reusable semantic interpretation. For instance, in terms of the activity Berth a Ship, the location of the waiting ship and the available berth need to be obtained as input. The location of the waiting ship can be retrieved from the context model, while the available berth needs to be determined by data fusion of current ships locations, the waiting ship size, required operational machines, operational machines available on the berth and operational machines status (i.e., work, maintain or broken). To address the fusion and abstraction of fragmented context data for obtaining meaningful high-level data and better understanding of the current situation, context reasoning needs to be designed with inference rules embedded. Moreover, in order to ensure the correctness of context interpretation, the logic of inference rules should be consistent with business rules. For instance, when a berth is available for a waiting ship, the ship can berth. Then we need further define 'available' which may have several criterions such as free berth and the same size with the waiting ship.
In addition, on the basis of the interaction between a process model and a context model, both of them can obtain certain selfhealing capability. For instance, the operational plan may always change due to the uncertainty of the ships' estimated arrival time. Hence an activity for confirming ship arrival should be added in the business process. As another example, if customers always complain about the deterioration of cargo during transportation, then a context element for monitoring the temperature of cargo transportation should be added in the context model, as well as the IoT device for capturing temperature data. Figure. 2 shows the methodology for constructing the proposed solution, which consists of three relatively independent tasks besides the logical interaction part: A) Using ontology techniques to model context information in the IoT paradigm, which provides the semantic foundation for context-aware business processes. B) Using the CAPN formalism to model business processes from a sequential perspective, which provides process routines for the context models application. C) Business rules analysis and their semantic representation, which provides the link between context interpretation and context-aware BPM.
METHODOLOGY FOR CONSTRUCTIONG THE SOLUTION
In addition, the CAPN formalism provides the support for context modeling, process modeling and the interaction between them by using ontology techniques, CPN and the CM extension. However, the context identification in the IoT paradigm, context interpretation and business rules consistency, as well as the links of which are the focus of the methodology we proposed.
Task 1: IoT-aware Context Modeling Using Ontology Techniques
The core elements of ontologies need to be specified according to the identification of context elements including entities and their relationship. Ontologies are used for organizing all relevant context data in a business process with inference rules embedded that can be applied to obtain meaningful data abstraction.
The definition of classes faces in two directions: one is context data collected from various sources including IoT devices and information systems, and the other is important concepts related to core activities in the corresponding business process. In particular, IoT-related concepts: IoT task, entity, device, service, resource, location and user are the kernel of IoT-aware context elements, which provide the connection of IoT applications and contextawareness. Individuals need to be then specified according to the instances of predefined classes in which business processes are interested. Properties need to be identified by analyzing intrinsic attributes and mutual relationship of classes and individuals, which can be inspired by the intentional communication of entities as well as the network communication of IoT devices. Moreover, classes, individuals and properties need to be specified with existing knowledge by adding restrictions and assertions.
Figure 2. The methodology for the implementation of the proposed solution
Since it may be difficult to acquire meaningful information from raw sensor-based data, data fusion and context reasoning are further needed to be designed for the abstraction of context information in order to obtain better understanding of current situation and context changes. Ontology techniques allows many inference engines to infer implicit knowledge based on rules. An applicable way to implement the IoT-aware context model is that using the machine-interpretable OWL to develop ontologies with SWRL rules embedded over OWL to support inferences in many semantic web frameworks, such as Sesame or Jena, or graphical editors, such as Proté gé .
Task 2: Process Modeling for Integrated Context Using CAPN
Using CAPN we can describe the business process utilizing the relevant context data. The first step is the identification of core activities in the business process and then modeling the activities sequencing. The second step is adding the data specification to basic nets, which allows data types, data value, time delay and guard constraints for the activities enabling to be expressed in process models. Moreover, the data constraints come from the business rules analysis.
Task 3: Linking Context Interpretation and BPM Using Business Rule Analysis
The data captured by IoT applications and information systems provide raw cues representing current context. Sensor-based data may not be understandable or meaningful for certain business processes without interpretation. Hence, business rule analysis is needed to guide the context interpretation of a business process.
First, context conditions can be separated from business rules, which represent underlying policies and regulations of a business process. These conditions are the sources of related context data in a business process. Then, related context data obtained need to be classified to high-level and low-level context data. The lowlevel context data that are needed for deriving these high-level context data are further identified. Therefore, all relevant context data of a process are identified, which means all concepts of the context model are determined.
Second, context data needs to be abstracted by data fusion and semantic inferences according to general facts and the business logic (i.e., business rule analysis). For instance, a GPS location captured is represented by a coordinate as a combination of longitude and latitude initially, which can be interpreted to an absolute location described by the combination of country, city, street, building, floor, room and so on according to geographical fact. The absolute location can be further interpreted to a relative location of whether the employee in the right working position or not based on business rules.
Third, in order to interpret context for serving a business process, business rules need to be represented in a semantic way, that is the transformation of business rules to inference rules using elements of predefined context foundation. Moreover, the ultimate situation identification such as operational delay should comply with business rule analysis.
DISCUSSION
The integrated solution provides a systematic and applicable way to derive valuable context information from IoT data for business processes, with the implementation methodology attached. For modeling context information from various sources in the IoT environment, the data expressiveness, as well as the capability of information abstraction and semantic reuse provided by ontology techniques can well address this challenge. Moreover, the CAPN formalism makes the application of the context model possible in BPM. Business rule analysis and transformation can guide the context identification and interpretation.
In order to ideally construct the solution in a specific scenario, the context model needs to well reflect the IoT environment as well as serve the constraints of business processes. It involves various data sources and business rules. These business rules define appropriate process operations in response to the specific context. Nevertheless, the identification of context elements derived from business rules still relies on the expert knowledge. Moreover, the expert knowledge of ontology techniques is also needed for the transformation from business rules to inference rules.
In terms of the process execution from the data perspective, an identifier is needed for specifying the type of information, the entities to which it refers, as well as the way to retrieve all related information for a business goal. Furthermore, the distribution of the high-level context information is crucial to support process execution. Only when suitable information is provided to the appropriate users who can utilize the information at the right timing, can it assist the context-aware business process execution.
To ultimately evaluate the process model with context information integrated in a real-world scenario, we will need to compare the execution result to real demand by interviewing domain experts.
CONCLUSIONS AND FUTURE WORK
In this paper, we present a systematic solution for integrating context information in a business process model within a realworld scenario. The aim is to acquire IoT-awareness in BPM so as to improve context interpretation in the IoT environment. A methodology is further presented consisting of three tasks for the construction of the proposed solution. First, ontology techniques are used for the context modeling; Second, the CAPN formalism is employed to model the business process with context data involved; Finally, business rules are used for linking context interpretation and BPM. In the future, we plan to give a concrete implementation of the proposed methodology in real scenarios of the IoT environment. A technique for the automatic or semiautomatic transformation from business rules to inference rule of a context model is planned to proposed.
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